275

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.29, NO.2, Apr. 2019 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2019.29.2.275

9 oLz BE A FA5E A% A WY
[ ¥

d4E By Yes mBY
MtTistn B EoE Sy

Fuzzing Method for Web-Assembly Module Safety Validation

Sunghyun Park,f Sangyong Kang, Yeonsu Kim, Bongnam Noh?
Interdisciplinary Program of Information Security, Chonnam National University

0
12

9 ol E ) BSA AnaIREe A B4 S8 AAR A Wl Bl 4 olee
449 A9 9 AT AT ol el miRor gE 2= dolHd e Srz PEE S 3k A
29 9 2FO Ael Am gtk SR A 9 o ge] Aok A%e 9 Qe A oj] Mg
o glowl, 9 ol4uel molde] AAe] BT AP AFS I Agolet. b Y o g Hele] AAAL 3
A4 A%e] Aea Agelrh, B eRelqt WA U o AEe FE WA A4 W o Auele) AN A% %
el Sl BAgh ma 7)Ee] skl A ol el A A% Aol o) Ana ol wE 7)E g
A4 A% el RS AT AFA0R J1E A A el IS Fusb] 98 9 aue
APL 70 14 s avfaie), ok 71E A A% B2 943 5 99t 294S Ao Ak
51749 £44E AR}

ABSTRACT

Web-assemblies are a new binary standard designed to improve the performance of Web browser JavaScript. Web
-assemblies are becoming a new web standard that can run at near native speed with efficient execution, concise
representation, and code written in multiple languages. However, current Web-assembly vulnerability verification is limited to
the Web assembly interpreter language, and vulnerability verification of Web-assembly binary itself is insufficient. Therefore,
it is necessary to verify the safety of the web assembly itself. In this paper, we analyze how to operate the web assembly
and verify the safety of the current web-assembly. In addition, we examine vulnerability of existing web -assembly and
analyze limitations according to existing safety verification method. Finally, we introduce web-assembly API based fuzzing
method to overcome limitation of web-assembly safety verification method. This verifies the effectiveness of the proposed
Fuzzing by detecting crashes that could not be detected by existing safety verification tools.
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Table 2. Webassembly Initial seed file

index data load &

address.wasm
store Test

exports.wasm export operator Test

f32.wasm f32 operator Test

f64.wasm f64 operator Test

floating-point load &
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- v store Test

get,_local.wasm get,_local operator Test

globals.wasm global variable Test

call.wasm call operator Test
i32.wasm i32 operator Test
i64.wasm i64 operator Test
func.wasm func declarations Test

imports.wasm import operator Test
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Create stack and

stack.wasm
access Test
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corpus file
seed file
random. wasm
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1 | wasm sample

Algorithm Webassembly Module Valid Check &
fuzzing

INPUT C: repeat count

Pjizzer: Path include fuzzers

Dseed: Path include seeds
OUTPUT Dz Valid WebAssembly Module
Directory

DECLARE Fuzzer: wasm_fuzzer

> L= {bw. bo. oy 0 bo}
Seed: seed_file(module)

> Lx = {lm(()), lm(1), lm(z), .y lm(n)}
Wasm: valid_wasm_list

> Lwasm = {lwasm((h, lwu:m(])y lwasm(Z), ey lwusm(n)}

BEGIN

1: wasm_fuzzer list of Iy

2: WHILE c, in C THEN

3 WHILE /4., in Ly THEN

4: Run ljzzer

5: Ly <« newlySeed()

6: WHILE /044, in Ly THEN

7 wasm2wat(lmoawe) » valid check wast
format

8: wat2wasm(lpodaue) » valid check wasm
format

9: Luesn < get Dyaia file list

END

FUNCTION newlySeed

12: Lo - get old seed list

13: Luow = get now seed list

14: return Loow — Lo > get newly created seed list
END FUNCTION

Fig. 6. Proposed ZHA Generation Method

Fig. 7. Proposed corpus Generation Algorithm
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Table 3. Web Assembly Generation Efficiency
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(%) (%)
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1 var bytes = new Uint8Array('00 61 73 6d 01 00 00 0O
0 01 06 01 60 01 7f 01 7f 03 02 01 00 07 09 01 05 5

f 6d 61 69 6e 00 00 Oa 02 01 40 10'.split(/[HWsHritn]+
/g) .map(v => parselnt(v, 16)));

2

3 try { var myModule = new WebAssembly.Module(byte
s); } catch(e) {}

4 try { var mylnstance = WebAssembly. Instance(myModu

le); } catch(e) {}

25 try { table_obj1 = new WebAssembly.Table( {initia
1:3, maximum:121, element:"anyfunc'} ); var exp_tabl

e = mylnstance.expor ts.NULL; exp_table.get(8)(79000
4954) } catch (e) { }

Fig. 11. Result of Fuzzed Script File(.js)
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